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Abstract:
The evolution of the Smart Grid heavily relies on the utilization and integration of modern
information technologies. The main challenges of smart grids are how to manage and process huge
amount of data received from smart meters. For managing and storing the huge amount of data
received from these devices cloud servers are used because it has been used popularly for storing
and managing the data. In this a Smart-Frame, secure information management framework is
designed for smart grids based on cloud computing technology. The idea behind the scheme is at
three hierarchical levels: top, regional, and end-user levels in which the first two levels consist of
cloud computing centers that are responsible for managing general devices and data accumulation
while the last level contains end-user smart devices. Sensitive data stored in the cloud must be
protected from being read in the clear by a cloud provider that is honest but curious. Additionally,
cloud-based data are increasingly being accessed by resource-constrained mobile devices for which
the processing and communication cost must be minimized. So, in addition to this framework, an
identity based advanced encryption schemes and proxy re-encryption schemes are also used for
preventing the information leakage. Here a third party auditor is introduced to maintain the payment
details and allocate power generation units to users. TPA sends a warning message to the user who
can’t pay the amount till due date.
Keywords — Smart Grid, Smart Meters, IDAES, attributes, encryption, Proxy reencryption,
TPA (third-party auditor)
INTRODUCTION
A smart grid is a system which includes
a variety of operational and energy measures
including smart meters, smart appliances,
renewable energy resources, and energy
efficiency
resources. Electronic
power
conditioning and control of the production and
distribution of electricity are important aspects
of the smart grid. The smart grid is a new
technology that uses new and sophisticated
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techniques for electrical transmission and
distribution in order to provide excellent
electrical service to customers, and allow them
to manage their electricity consumption in a
two-way communication. This communication
network will be constructed to enable new
energy services, such as real-time pricing, load
shedding, and consumption management. It also
enables cost saving resulting from peak load
reduction and energy efficiency, integration of
plug-in hybrid electric vehicles for grid energy
storage, and the integration of distributed
generation including photovoltaic systems and
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wind turbines. The new network will be created
using various communication paths including
fiber optic cable, hybrid fiber coax, twisted pair,
wireless technology, and broadband over power
line. These types of communication networks
are all currently operating in the electric grid but
are not yet implemented to the extent required
for enabling the smart grid. The smart grid
incorporates many resources, applications, and
enabled technologies. Resources are the devices
that may affect supply, load, or grid conditions,
including delivery infrastructure, information
network, end-user systems, and related
distributed energy resources. Applications are
operational strategies that use resources to create
benefits or values. Enabled technologies are
essential crosscutting elements of the smart grid
that facilitate many resources and applications.
They include smart meters, standards, and
protocols. Fig 1 shows the architecture of smart
grid.
A smart
meter is
usually
an electronic device that records consumption
of electric energy in intervals of an hour or less
and communicates that information at least
daily back to the utility for monitoring and
billing. Smart
meters
enable
two-way
communication between the meter and the
central system. Unlike home energy monitors,
smart meters can gather data for remote
reporting. Such an advanced metering
infrastructure
(AMI)
differs
from
traditional automatic meter reading (AMR) in
that it enables two-way communications with
the meter. The term Smart Meter often refers to
an electricity meter, but it also may mean a
device
measuring natural
gas or water
consumption. Similar meters, usually referred to
as interval or time-of-use meters, have existed
for years, but "Smart Meters" usually involve
real-time or near real-time sensors, power
outage notification, and power quality
monitoring. These additional features are more
than simple automated meter reading (AMR).
They are similar in many respects to Advanced
Metering Infrastructure (AMI) meters. Interval
and time-of-use meters historically have been
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installed to measure commercial and industrial
customers, but may not have automatic reading.
RELATED WORKS
Mustafa Saed et al [1] have
proposed attribute-based encryption are
proposed to allow authorized users access to
cloud data based on the satisfaction of required
attributes such that the higher computational
load from cryptographic operations is assigned
to the cloud provider and the total
communication cost is lowered for the mobile
user. Furthermore, data re-encryption may be
optionally performed by the cloud provider to
reduce the expense of user revocation in a
mobile user environment while preserving the
privacy of user data stored in the cloud. Zhong
Fan et al. [2] has discusses some of the
challenges and opportunities of communications
research in the areas of smart grid and smart
metering. In particular, we focus on some of the
key communications challenges for realizing
interoperable
and
future
proof
smart
grid/metering networks, smart grid security and
privacy, and how some of the existing
networking technologies can be applied to
energy management. Hoon Wei Lim et al. [3]
has presents a comprehensive investigation of
the use of identity-based techniques to provide
alternative grid security architecture. We
propose a customized identity-based key
agreement protocol which nicely with the Grid
Security Infrastructure (GSI) and provides a
more lightweight secure job submission
environment for grid users. Boyen et al. [4] has
surveys the practical benefits and drawbacks of
several identity based encryption schemes based
on bilinear pairings. After providing some
background on identity-based cryptography, we
classify the known constructions into a handful
of general approaches. We then describe
efficient and fully-secure IBE and IBKEM

instantiations of each approach, with
reducibility to practice as the main design
parameter. Junbeom Hur [5] has proposed
an attribute-based access control scheme
using CP-ABE with efficient attribute and
user revocation capability for data
outsourcing systems. The proposed scheme
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has following advantages with regard to the
security and scalability compared to the
previous revocable CP-ABE schemes. First,
enabling user access control enhances the
backward/ forward secrecy of outsourced
data on any membership changes in attribute
groups compared to the attribute revocation
schemes. Second, the user access control can
be done on each attribute level rather than
on system level, so that more fine-grained
user access control can be possible.
SMARTFRAME
Smart-Frame, a flexible, scalable, and
secure information management framework is
introduced for smart grids based on cloud
computing technology. The basic idea is to build
the framework at three hierarchical levels: top,
regional, and end user levels in which the first
two levels consist of cloud computing centers
while the last level contains end-user smart
devices. The top cloud computing center takes
responsibility of managing general devices and
accumulation of data across the regional cloud
computing centers which are placed in the lower
level in the hierarchy. The regional cloud
computing centers are in turn in charge of
managing intelligent devices, which have lower
hierarchical level than the regional cloud
computing centers in specific regions (e.g.,
within a city), and processing data of these
devices. In addition to this general framework, a
security solution for the framework based on
identity-based advanced encryption scheme
(IBAES) is proposed. Providing information
security for smart grids is very important since
much of the information in smart grids is
sensitive and needs to be strictly protected.
Information leakage in smart grids can lead to
vulnerabilities that affect not only individuals
but also the whole nation because leaked
information can be used to launch attacks to
both individuals and the whole smart (power)
grids at the national level. The main idea of our
security solution for the Smart-Frame is to allow
all the involved entities, i.e., top and regional
cloud computing centers and end-users to be
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represented by their identities which can be used
as encryption keys. This framework consists of
four main functional clusters namely
Information storages, General user services,
control and management services and
distribution services. They are described as
follows:
Information storages: These are main
storages keeping all smart grid information
received from front-end intelligent devices.
These storages are designed to accept
information from different transportation modes
through both wired and wireless channels. For
optimization purpose, statistics services are also
located in this cluster.
General user services: This type of
services consists of all services an electricity
user needs to use. Typical examples are services
that allow users to monitor, control or optimize
the usage of their electric utilities. The majority
of SaaS fall into this type of service. PaaS that
provides libraries for user services also
Falls into this cluster.
Control and management services:
This type of services includes all services
needed for system management such as
governance service, monitoring service, task
scheduling service, and security service.
Electricity distribution services: This
type of services is directly related to electricity
distribution.
Examples
are
distribution
management service, optimization service, and
quality of service measurement. Fig 2 shows the
system architecture of smart frame

Fig 1 System Architecture
Since smart grids need to handle huge
amount of data, it is extremely important to
manage information flows efficiently. In the
Smart-Frame, we suggest a centralized service to
manage information flows. This service takes
inputs as both information requests from service
clusters and general statistics (e.g., the amount
of information, time of arrival) from information
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storages. Using these inputs, the service
generates an information flow schedule, which
specifies sources and destinations of information
flows as well as how they are processed (e.g.,
which specific operators are applied on
information flows and where they are applied).

Fig 2 Third party auditor
Both information storages and services
clusters need to follow this schedule for
execution. Note that since information amount
and requests in smart grid may change with
time, each information flow schedule has an
expiry time. After this time, a new schedule has
to be generated and distributed again to all
parties. Sensitive data stored in the cloud must
be protected from being read in the clear by a
cloud provider that is honest but curious.
Additionally, cloud-based data are increasingly
being accessed by resource-constrained mobile
devices for which the processing and
communication cost must be minimized. So, in
addition to this framework, an identity based
advanced encryption schemes and proxy reencryption schemes are also used for preventing
the information leakage. Here a third party
auditor is introduced to maintain the payment
details and allocate power generation units to
user’s. TPA sends a warning message to the user
who can’t pay the amount till due date.
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SECURITY SOLUTION FOR SMARTFRAME
A. Security of Smart-Frame Supported by
Identity-Based Cryptography
Since security is a major concern in the
smart grids, it is of great importance for our
Smart-Frame to provide a solution to address
that. As mentioned earlier, one of the huddles
for widely deploying security solutions based on
public key cryptography is the high cost for
maintaining PKI. We envision that Identitybased cryptography can be a good solution
(though it is not perfect) for resolving this
problem since identity-based cryptography has
the following advantages in regards to the
Smart-Frame security.
1) Under traditional public key cryptography,
each participating entity must locate and verify
the public keys of the receivers. This is
especially burdensome for end-user devices in
our Smart-Frame, which are usually assumed as
limited in power and networking capacity.
2) Although traditional public key cryptography
is scalable in theory, a number of issues
regarding user interfaces for maintaining publickey certificates (involving certificate revocation)
have to be resolved. However, since any
identifier strings can serve as encryption key or
signature verification keys, identity- based
cryptography could provide better scalability for
the system. This is important in Smart- Frame in
which numerous end-user devices can join and
leave the system often.
3) For the convenience of the participating
entities in the system, implementing key
recovery is easy using identity- based
cryptography. In contrast, in traditional public
key cryptography, key recovery system is hard
to implement requiring to keep secure database
of private and public key pairs of the users. Due
to the generic nature that private keys can be
derived from the users’ identities and master key
of the private key generator, no secure database
can be required for the system based on identitybased cryptography
4) In terms of encryption, traditional public key
cryptography always require a setup phase to
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generate public-keys of the receiving parties.
However, identity- based cryptography does not
need such phase and users can encrypt their
messages using the receiving parties’ identities
even before the receivers get the private keys
form the PKG. This can be useful in the SmartFrame where availability is an issues in the
power grid. Availability will be assured by
minimizing the time and frequencies for
updating identities (public-keys).
5) Identities used as public keys in identitybased cryptography are flexible and versatile in
format and description. They do not have to be
restricted like the X.509 certificate format used
in traditional public key cryptography. This
versatility will be useful in our Smart-Frame in
which identities can describe participating
entities more flexibly.
B. Identity based Advanced Encryption
Scheme
In realizing the security framework for
the Smart-Frame, we make the following
assumptions: There is a private key generator
that can issue private keys for top and regional
clouds, and end-users when they register. We
assume that the PKG is a party that has
responsibility and capacity of maintaining the
Smart-Frame usually at the national level and its
credential is fully trusted.
• The top cloud, regional clouds and endusers (e.g., smart meters at home) are
identified by unique strings, which are
to be used as encryption keys or
signature verification keys.
• Each entity will obtain a private key
associated with its identity, so it can
decrypt the confidential data.
• Each entity will send confidential data
to the entity which is only one-level
higher. That is, the end-users send
confidential data to the entities in the
regional cloud only. Similarly entities in
the regional cloud can send confidential
data to the top cloud only..
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Fig 3 Identity Based Advanced
Encryption Scheme
At the top of the hierarchy is the top
cloud, which consists of power stations,
distribution services or management services.
Below the top cloud, there are regional clouds
that consist of general user services and
information storages. These regional clouds, in
turn, have higher hierarchy than smart
(intelligent) end-user devices (simply we call
“end-users”), which are at the bottom of the
hierarchy. Based on the principle of identitybased cryptography, the PKG will generate
private keys for top cloud and any entities in
regional clouds and end-users. Using their
identifiers and private keys, each entity can
utilize IBE schemes to secure information flow.
In addition to IBE schemes, any parties can
authenticate their data employing IBS schemes.
Another important security issue that should be
addressed is to make it possible for an
information storage in the regional cloud to
forward the received confidential data (cipher
texts) from the end-users to specific services in
such a way that the services decrypt the cipher
texts correctly but the secrecy of the information
storage’s private key is never compromised.
That is, the information storage performs heavy
tasks of distributing confidential data to various

www.internationaljournalisar.org

Page 16

ISAR - International Journal of Mathematics and Computing Techniques – Volume 1 Issue 2, Mar – Apr
2016
services residing in the regional cloud while
maintaining the security of cryptographic keys
held by the information storage. We employ an
identity-based proxy re-encryption scheme to
achieve this. When an end-user wants a specific
service to receive, use and process its data, the
information storage generates a decryption key
using its identity and the identity of the
requested service. The information storage then
uses the generated decryption key to decrypt the
confidential data encrypted using the
information storage’s identity so that the target
service can receive, decrypt, and process the
data. Fig 3 shows the entire process of identity
based advanced encryption scheme.
Fig 6 Add power Consumption unit
Screenshots

Fig 4 TPA login
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Fig 5 View power Consumption unit
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resistant smart meter to act as a gateway to the
outside world on behalf of the household
provides improved services for home users.
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